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The Attack Chain ...
... a People-Centric perspective
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Data Doesn’t Lose Itself ...

There’s Always a Person Behind a Loss

CARELESS USER

Misconfiguration, wrong recipients,
mistaken file attachments, or
inadvertent over-sharing.

Often have privileged and/or

elevated access to information.

MALICIOUS USER

58% of all insider-related
incidents.

17% of insider-related
incidents.

Motivated by personal gain and
a sense of entitlement.

Well intentioned but accidentally

takes sensitive information or

inadvertently shares credit card

information externally

Credentials could be
compromised by threat actors
looking to access company
systems

25% of insider-related
incidents.

Examples include exfiltrating
trade secrets or destroying
sensitive data




Insider Threat: The Careless User (58%)
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Insider Threat: The Malicious User (25%)
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Insider Threat: The Compromised User (17%)
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#TrueStories: Unique Insider Threat Cases




Insider Threats:
Tools and Technologies

FinServ Overall

Data Loss Prevention (DLP) 69% 64%
Endpoint Detection and Response (EDR) 65% 50%
Privileged Access Management (PAM) 65% 60%
Security Information and Event Management (SIEM) 58% 53%
User and Entity Behavior Analytics (UEBA) SR 57%

Insider Threat Management (ITM) 49% 41%




Insider Threats:
Simple Rules for Managing 98% of Insider Data Loss Incidents




Insider Threats:

Amplify Capabilities
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Supply Chain Compromise
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#TrueStories: Unique Supply Chain Cases




Supply Chain:

Detection & Prevention by Converging Event Data

Legacy Approach

Data centric detection and
prevention without necessary
context

Siloed products for each
data loss channel and
critical application

Heavyweight, hard to maintain
and on-premise architecture

Modern Approach

People centric that correlates
data, threats and user behavior

)

Unified platform for monitoring,
detection, prevention and
response across all channels

)

Cloud-native, scalable, and
lightweight architecture

)




Platform Consolidation = Reduced Supply Chain Risk

RISK POINT SOLUTIONS CONSOLIDATED PLATFORM
Difficult to Protect: Reduced Attack Surface:
VENEER * Disparate Data Stores » Single Data Store
SECURITY » Encryption Key Management Nightmare » Simplified Encryption Key Management
 Multiple Access Points / Attack Surfaces * Single Access Control Point
 Multiple Exposures of Internal Directories « Single Exposure of Internal Directories
Inability to Meet Objectives: Optimal Defense Operations:
SECURITY * Disconnected Intelligence  Shared Intelligence Across Solutions
OPERATIONS * Inadequate Reporting « Contextually Complete Reporting
» Untenable Noise-to-Signal Ratio for SOC « Highly Efficient SOC Operations
Composite Topology: Comprehensive Topology:
SECURITY ’ Fei : > . ; ] =Y
COVERAGE « Feature Overlap = Wasted $$$ « Tight Integration = Optimal ROI
» Unknown Gaps = Immeasurable Exposure « Known Gaps = Manageable Exposure
Complex Vendor Management: Simple Vendor Management:
SUPPLY : , o :
CHAIN » Unaligned License Renewal Cadence « Simplified License Renewal Process

* Multiple Support Teams

» Single Point-of-Contact
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